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Top tips for talking to children about
staying safe online

1. Start with the positives
Being online can be a great way for children to learn, be creative, and stay connected with friends and family.
Recognising these benefits helps keep conversations balanced and encourages confident, safe use of technology.

2. Find the right time and place
Choose a calm moment to talk, such as during a walk, car journey, or shared activity. Avoid starting the conversation
when emotions are high or during a disagreement.

3. Use child-facing resources and advice
Support your conversation with age-appropriate tools, videos, or guides. These can help children understand key
messages and make the discussion more engaging and relevant to their stage of development.

4. Ask about their experiences
Use open questions like:

+ ‘Have you seen anything online that made you uncomfortable?’
& ‘Who do you chat with online?’
* ‘Are they people you know offline?’

& ‘How do you feel when using certain apps or games?’

5. Make it part of everyday life
These chats don’t need to be formal or one-off. Regular, relaxed conversations help children feel supported and
more likely to speak up if something worries them.



Questions that you might have as a parent
or carer

Q: My child is very young — how can | talk to o
them about online safety?

Q: My teen doesn’t want to talk to me, what o
can | do?

Q: This conversation feels like it is going to bea
tough, what should | do?

Q: | know my child won't listen to me when |
tell them the rules that | want them to follow, @
what should | do?

Q: What if | don’t know how to respond?

Q: What if | say the wrong thing?

A

Talking to your child about online safety | NSPCC



https://www.nspcc.org.uk/keeping-children-safe/online-safety/talking-child-online-safety/
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In the UK children aged between Sx
16 years

spend an average of 2-3 hours per
day watching television,

1-3 hours on the internet, 1-2 hour
playing video games and

over an hour on mobile phones (nhot

talk), a total of 6.3 hours of screen

time per day. (Specsavers) /

7.5 hours

Kids ages 8-18 now spend, on average, a
whopping 7.5 hours in front of a screen
for entertainment each day.
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Among children and teens,
overall screen use increased by

52%

between 2020-2022.
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1. Shorter Attention Span

Fast-paced screen content can make
it harder for children to focus on
everyday tasks that aren't as exciting
or rewarding.

2.Sleep Disruption

Screens—especially before bed—slow
down the body’s melatonin production = -~ y
This can lead to later bedtimes poor -

sleep, and tiredness the next day.

3. Social Skills

Too much screen time can limit
real-life interaction.

-~

® Babjes rely on facial expressions
to learn.

e Older children may feel more
lonely, isolated, or sacially anxious
if they spend less time with peers.

" 4.Physical Health

More screen time often means less
movement:




Managing Screen Time

at Home

Help your child build healthy digital habits
with these simple strategies:
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Set Tech-Free . Lead by
Zones LS Exampie
Designate areas like Show your child
the dining table o how you manage
living room as your own screen
% screen-free spaces. g A time positively
J
72
s N N
Create a Use “Do Not
Charging L3 Disturb’ Mode
Station Silence notifications
Charge devices overnight during homevyork,
outside bedrooms to avold meals, or family
. late-night scrolling J ik t'm‘: 5
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Schedule “®-g Encourage
Family Tech | x Outdoor Time
Breaks Fresh air and
Plan regular screen-free movement help
activities like board games, reset and reduce
. walks, or chats 3 reh::nce on screens |
- N
Try a Digital Wind Down
Detox Without
Start with half a Devices
day wit'hout screens AVoid screens
and build up before bed—-read
S gradually ) or relax instead

l, 0 for better sleep g
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18
months
or
younger

No screens are still
best.

The exception is live
ideo chat with family
and friends.

18
months
to 2
years

sfln

Limit screen time
and avoid solo use.

Choose high-quality
educational
programming, and

watch with kids to
ensure
understanding.

2105
years

Limit screen time to
an hour a day.

Parents should watch
as well to ensure

understanding and
application to their
world.

6 or older

Place consistent
limits on the time
spent and types of
media.

Don’'t let screen time
affect sleep, exercise
or other behaviors.
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STAYING SAFE

PARENTAL CONTROLS
g 4




What are parental controls?

Parental controls allow you to block and filter
upsetting or inapWOFpriate content. They
work across your WiFi, phone network,
individual apps and devices.

* Parental controls can help you to:

* plan what time of day your child can go
online and how long for

* create content filters to block apps that
may have inappropriate content

* manage the content different family
22 members can see.
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https://www.nspcc.org.uk/keeping-children-safe/online-safety/inappropriate-explicit-content/

Layer 1
Network controls — the basics

Layer 2
Device controls - finding the balance

This is often the easiest place to start.

Network controls can cover multiple devices at the same time, This is support that fits your child and their device.

helping keep children safe online at home and on the go. Most phones, tablets and consoles already have built-in tools to

help manage how they're used.
At home (your broadband / Wi-Fi)

Most broadband providers offer tools that can:

These settings can help with:

_ « Screen time and downtime
« filter out adult content

* Privacy and location sharing
apply age-based content filters _
* |In-app spending
« cover all devices on your Wi-Fi (including smart TVs .
«  Age-appropriate content
and games consoles)
« sometimes include extra features like virus protection

or Wi-Fi schedules to help manage screen time



Layer 3
Apps & platforms controls -
shaping the experience

This is where you get more specific.

Each app, game or platform has its own set of safety settings,
and they can vary quite a lot.

They can help you:
« Filter what children see within features specific to the app

Manage messaging and who can contact your child

Set boundaries around comments, followers and friends
*« Support more positive online experiences

*  Block or report harmful behaviour



. PARENTAL CONTROL
iInternet G U I D E S

matters.org

| search for a guide

( Search by device, app or keyword Q)

Filter by type

ENTERTAINMENT & SEARCH ENGINES SOCIAL MEDIA BROADBAND & MOBILE NETWORKS DEVICES GAMING

96 guides found

‘e “© "0 °

macOS parental controls > iTunes parental controls > 02 mobile parental controls > BT Mobile parental controls >

A Parental controls and privacy settings guides
| Internet Matters



https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/
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ARTIFICIAL INTELLIGENCE
AND ONLINE SAFETY
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Benefits of Artificial Intelligence

= ©

Can provide Can process large Can support to develop Provides quick and
tailored responses amounts of information ideas and knowledge efficient responses

Considerations/ Limitations of Artificial Intelligence

>0 @

Responses may Information requires Is evolving rapidly - new Current gaps within
be harmful, biased research and challenges will surface safeguarding
or inaccurate appropriate checks and regulation

N
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°
Internet
matters.org

Making the most of -

artificial intellinance

A guide to using Al with children
and young people

%////fﬁ;\\\\\\\\\\\ ;

ow to use ChatGPT and other generative Al tools


https://www.flipsnack.com/internetmattersorg/a-parent-s-guide-to-artificial-intelligence-ai/full-view.html
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WAKE UP WEDNESDAY APP

#WakeUpWednesday
National Education Group &%&%

4.6% 10k+

App support v

A

GETITON

# Available on the

e Google Play [ 18 App Store
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CHILDNET
REELLIFE INTERACTIVE GAME

0 Chi'dnet Personal information — Contact from others — Posts, stories and other content

Find eight ways that Jacie and their friends are giving away
their personal information for lots of people to see.

Attempts remaining 10

@ ReelLife s 33 & &

Jacie_Zheng2009 . Jacie_Zheng2009 n Influence_reality e GemRoom

Jacie R. Zheng, Checking in at Meadows Café, Celeb Gym, Californin

Salford Quays

Hil | loved your live, you locked

amazing! Our team is currently
looking for promoters to wear our
newest collection. As a promoter,
you'd get 50% off all your arders!

2 Public sccount .
Click the link to find out more:
http://gemroom . ir.com /340981
634 812 491
Followers Following Posts
Q Asad_P_2010
p .
@ share locstion S killing mel At leas

tosaveme <3 #hom Grent workout at Celeb Gym | | alwnys follow my 0
. Fag Y ¥ Did you see Mika's TikTok video?
ith a supplement shake from

Guny. Tag five friends In the comments

Kkingjamesschoo Ko

Because you follow Thinspirational_08... ]
Bacause you |lked great_britain_memes your finst order Had tikakcom/@mlkaiboli3

[ = 3
% ‘ (‘453 ad% Gr8BritishNews 1t's awful he's a major freak
s %> Peckham, Londor

Thiospiration st dont_est o grls_onl
iospiration  Just dont_est 18+ guils_only . Calums_Cam Does Mika know you are sharing
B that link??
WinningatLife
Kensington, London Great live earlier you're rezlly talented There's no need to be rude about it
Mey winners! Leam how | Invested £10 and now Can you go live again for me? Don't be so up tight about it
have £2430 of #opcain. Click the fink betow for
RO R SR NSRS

e irted!

* Reellife — Spot the
risk



https://apps.childnet.com/reellife/
https://apps.childnet.com/reellife/
https://apps.childnet.com/reellife/
https://apps.childnet.com/reellife/
https://apps.childnet.com/reellife/
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